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METHOD AN" SYSTEM FOR PROVIDING 
pmiLD.TOORP gg, SQf TWARE APPUCATIQNS 



f%f ♦hB Invention 



The present invention pertains to the field of installing software, and more 
particulariy to providing new options to already Installed software. 

BaekqroM "^ ftf »he Invention 
Son,aftn» a software application is provided to a ouslomer in a configuration 
U,a. incudee on^ baaic features, i.. a baste bu*i. «^ ^''"^ 
reauest that additional features be acUvated. In some inrtanoae, tl» add*onal 
felre, are provided on an Installation medium along with the baao build, but are 
no. instaned with .he basic build. This procedure, ha^ng .he customer ineta. a base 
^on and then ^.er ,e<,ues. op«or« be ins,a«ed ftom ^ n«^.m 
Teady provided, eftninates «» need of to each custon»r a poto,,t* 

retUura^on. l.e. a has. bu»d wHh potent^V '^'l^^^l^'^Z 
and also eliminates havin, to provide an entirely new buW (w*h a new set o^ 
:r«ons) each t^ne a customer wants to taKe advantofle o, ^ or add*onal 

""""In What ha. been described, there is nothi,^ to stop a --o"- 
installing any opten *e customer would like, even ftough the customer mO* 
h^ ^tr sLe o, «,e opttons. or none a. all. A« of me op«o„. are provrded » 

rculmer on an ^lla^ <«^. ^ ^ " " 

Tv^t auow proviston o, an the op«ons to a customer wi«, a base ve«K«, (b»« 
HZ butto preven.*.custo.,«rf,om lns.*« op8ons no. paid tor. and ail=w»>g a 
customer to install only those options requested and paid for. 



g..n| nian> of A T Inxaneen 

Accordingly, .he presen. mvention provides a method and 
^ ,or instolllng a so«wa« opfion tor a «>«ware appDcatton already ^Ued on 

computor systom. The op«on Is incurded on an U»UMt,o„ n^^ 
tor use wiU. «« customer systom. v*lch includes an instaliabon modul. 
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The software application is registered witli customer service via a customer service 
system, and the registration infbimation, provided to customer service, is stored also 
on the customer system, the method including the following steps perfonned on the 
customer system. The steps include receiving from a user an indication of the 
option to be installed; constnjcting, from elements of the registration Infomiation. a 
system identification uniquely identifying to the customer sen^ice system the 
application for which the option is to be installed; and construction of an order 
alteration request from the system Identification and from the option indicated to be 
installed. Additionally, the steps include communication of the order alteration 
request to the customer sen/ice system, and receiving a key. from the customer 
service system, which is computed by hashing the predetennined elements of the 
order alteration request. A confimnatory key is flien computed by hashing the 
predetennined elements of the order alteration request and comparing the key to the 
confinnatory key, and installing the optkin only If the key is the same as the 
confirmatoiy key. 

In some aspects of the invention the customer service system performs the 
following steps: receiving the order alteration request and verifying the order using 
the system identification; checking the order for consistency, and in particular for 
whether some options already installed should be deleted for the software 
application to fijnction property; computing the key; and providing the key to the 
customer service. 

Preferably, the key is computed using the secure hash algorithm (SHA). 
However, any reasonably secure hashing algorithm can be used in the method of 
the present invention to compute the key. 

In some aspects of the present invention, ttie system kJentification also 
includes an indication of the time the order alteratton request was prepared by the 
customer system. 

Brief Description of the Drawings 
The above and other features and advantages of the invention will become 
apparent from a conskjeratton of tfie subsequent detailed description presented in 
connection with accompanying drawings, in which: 
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Fig. 1 is a sdiematic diagram stiowing a before artd after of an installed 
software application consisting of a basic build and a set of installed options; 

Rg. 2 is a flow chart showing how different options are installed on a 
customer system; and 

5 Fig. 3 is a block diagram showing components of the installation module used 

by a customer to Install new options, and showing elements of the customer sendee 
module that interface with the installation module to allow a user to install different 
options. 

Betailed DescirBplliioini s)if tthe IPrefecred Embodariniegite 

10 Referring now to Fig. 1. according to the present invention, once a customer 

system 10 has installed on it a software application 25a consisting of a basic build 
26, and possibly some options 31 32 34. the customer {not shown) can use the 
customer system 10 to request that a customer sendee system (see Figs. 2 and 3) 
enables installing additional or different options 31 33 35. In the preferred 

X5 embodiment, the operating system hosting the software application 25a allows the 
use of executable code that can be dynamically linked (at "run lime") to other 
executable code. For example, the Wiicrosoft Windows operating systems allow the 
use of dynamio-linWibraiy (DLL) code. Regardless of whether DLU per se are 
permitted by the host operating system, the options to be installed by the present 

20 Invention are usually in the fomi of executable code 31-33 dynamically linkable to 
the basic bulW. and also in the tomx of data Items 34-35. 

The installation of options proceeds by loading Into RAM (not shown) of the 
customer system an installation module 30 from an installation medium 27. such as 
a compact disc. Once In RAM, the Installation module 30 copies onto the customer 

25 system whatever new opHons 33 35 have been validly requested, as described 
below, and eliminates all options the customer has indicated are to be removed, or 
options detemiined to be inconsistent with the new options as described below. 

Referring now to Fig. 2. according to the present invention, to install a 
different set of options than the set of options already Installed, the customer first 

30 loads the installation module 30 (see Fig. 1) from the Installation medium 27 into 
Rm of the customer system 25, When the installation module 30 nins. In a step 21 
the customer indicates the options the customer would like, selecting the options 
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from a fet of options 20. Then in a step 19. the installation module 30 construOs a 
system Uenmcation. using enough of the leglstBtion infennalion (the customer is 
assumed to have registered the soWe applioation with oustomer sen,ice) to 
unlquev idenfiiy the customer to customer .«vioe. In addition, the installation 

S >™«'"le encodes the time of request in the s!™*emld««catiofl.TT» time ot«^^^ 
.s detem>ined by referrtng to the eyst«n oloc* on the customer system and is used 
as a starting Sme for an interval In which the request would be considered valid by 
customer service. Beyond the intenal, customer sen;lcev.in disallow the request In 
the preferred embodiment the interval is short enough that it Is physically nearly 

10 '"P'^fof a ™*mer to tn»»fer the constructed system identiflcalion to a^^^ 
customer system and have that oustomer system also mate a request for additional 

options. 

The installation module then. In a step 21. builds an order attetation request 
including the system Wentfficatlon and a list of the options selected by the customer' 
15 in the same step 21 . the installation module sends the order alteration request to 
customer service over a communication channel 13. such as the Internet On the 
customer sendee side, in a step 15. the customer system verifies the order alteration 
request using a list of options 14. The verification Includes checking the .Bquest for 
consistency with existing options, it checks for consistency by referring to an ordeis 
20 database 16. using the system identification as an inde«. to detennine the options 
already .n place on the customer system. As part of the consistency check the 
customer seivice system checks for any exclusions of options that are required 
based on the options the customer would like and the opfions already in place The 
exclusions are those options that must be eliminated, because of the new options 
25 requested, for the application to work properly. 

in a step 17, Hf the order alteration request is valid if i.e. If the customer is a 
valid customer according to the system identification customer sennce then prepares 
and sends to the customer a key to unlock the requested options. The key is 
computed, in the preferred embodiment, fay hashing predetemilned elements of the 
30 order alteration request using the secure hash algorithm (SHA). as spedfed in 
Federal Information Processing Standards publlcatkm (FlpkpUB) 180-1. dated April 
17. 1995. or any later version. This standard is used because it provides a key of 
constant length (160 bits) for a message of a length less than 2« bits. The present 
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invention however should not be understood to be limited to the use of SHA for 
providing a key to unlock the options. Any reasonably secure hash algorithm is 
suitable for use in unlocking options according to the present invention. In the 
preferred embodiment, a single key is used to unlock all of the consistent options of 

any order alteration request 

When the instaBalion module 30 receives the key from customer service, 
atong with any exclusions. In a step 23 It also computes a confimiatory key by 
hashing the same predetermined elements of the order alteration request, using the 
same predetermined hash algorithm, which in the preferred embodiment is SHA as 
indicated above. The installation module then compares the key it calculated (the 
confirmatory key) with the key it received. If the keys match, the instaUatlon module 
unlocks the options requested. I.e. It copies the requested options from a file of 
options 22 on the installation medium 27 onto the customer system as installed 
options 24. and It eliminates from the customer system any ejjclusions. 

Refterring now to Fig. 3. individual task modules 42-47 of the Installation 
module 30 (Fig. 1) are shown along with the Individual task modules of the customer 
sewice system 41 . The Installation module 30 Includes a system Identification 
constructor, for eonstrucUng the system Identification from elements of the 
registration Infbrmatlon 18 stored on the customer system. It also includes a 
requestor 43 for preparing and communicating a request for new options. The 
requestor 43 makes available to the user a list of the available software options 45 
from which the customer can make a selection. The installation module 30 further 
includes a key maker 45 for computing a key based on elements of the system 
IdenHfication and the requested options communicated by the requestor 43. The 
installation module also Includes a key comparator 46. which reeeives from the 
customer sewice module a key computed by the customer senrice system compares 
the key with the confirmatory key computed by the key maker 45. and detem^ines 
whether the keys are the same. Finally, the installation module 30 includes an 
optiort insteller 47. which is called by the key comparator 46 only If the keys in fad 
are the same. The option installer then selects from the Installation medium those 
options to install from among all software options 22 that are stored on the 
installation medium 27. 
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On the customer service side, the customer sen/ice system 41 is shown as 
including an order checker 48 for checking the consistency of a request for new 
options received from the customer installation module 30. The order checker 48 
uses an orders database 16 and a list of available software options 20 to check for 
5 consistency of the request The order checker then calls a customer service system 
key maker 50 and provides it with the information it needs to compute a key 
corresponding to the request for new options, as well as providing it with any 
exclusions that are required by the requested options. 

It is to be understood that the above-described arrangements are only 
10 illustrative of the application of the principles of the present invention. Numerous 
modifications and alternative arrangements may be devised by those skilled in the 
art without departing from the spirit and scope of the present invention and the 
appended claims are intended to cover such modificatbns and arrangements. 
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What is claimed is: 

1. A method for instalBng a soflware option for a software application already 
Installed on a customer system, the option included on an installation medium 
having been provided for use with the customer system, the installation 
medium also Including an installation module, the application having been 
registered with customer senrioe, and the registration Infonnation provided to 
customer sewlce being stored also on the customer system, the method 
comprising steps perfomned on the customer system and steps perfomied on 
the customer service system, wherein the steps performed on the customer 
system include: 

a) receiving from a user an indication of the option to be installed; 

b) constructing from elements of the registration information a 
system identification uniquely identifying to the customer service 
system the application for which the option is to be installed; 

c) constnjcting an order alteration request from the system 
identification and from the option indicated to be installed; 

d) communicating the onier alteration request to the customer 

service system; 

e) receiving from the customer seivice system a key computed by 
the customer sen^ice system by hashing predetennined elements of 
the order alteration request; 

f) computing a confirmatory key by hashing the predetennined 
elements of the order alteration request, and 

g) comparing the key to the confinnatory key, and installing the 
option if the key is the same as the confintiatory key. 

2. The method of claim 1, wherein the steps to be performed on the customer 
service system include: 

a) receiving the order alteration request and verifying the order 
using the system kientification; 

b) checking the order for consistency; 

c) computing the key; and 
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d) providing the key to the customer system. 

3. The method of Claim 1 or 2, wherein the system identification also 
includes an indication of the time the order alteration request was 
prepared by the customer system. 

4. A system for installing an option for an applicafion already installed on a 
customer system, the option being included on an installation medium having 
been provided for use the customer system, the installation medium also 
bearing an installation module, the application having been registered with 
customer service, and the registration information provided to customer 
sen/ice being stored also on the customer system, the system comprising: 

a) an installation module, responsive to an indication by a customer of an 
option to be installed, for providing an order alteration request indicating the 
application for which the option is to be installed and indicating the option, 
and for computing a confirmatory key by hashing predetermined elements of 
the order alteration request according to a predetermined hash algorithm, 
responsive to a key, for instiling the indicated option if the key is the same as 
the confirmatory key; and 

b) a customer service module, responsive to the order alteration request, 
for checking the consistency of the order alteration request, and for providing 
a key, computed by hashing the predetermined elements of the order 
alteration request according to a predetemnined algorithm. 

5. The system of claim 4, wherein the customer service module further provides 
an indication of any options already installed that are to be un-instailed, and 
wherein the installation module is responsive to the options that are to be 
un-installed and un-installs the options if the confirmatory key matches the 
key received from the customer service module. 

6. The system of Claim 4 or 5. wherein the system identification also 
included an indication of the time the order alteration request was 
prepared by the customer system. 
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The system of Claim 4. 5 or 6. wherein the predetermined hash 
algorithm is the Secure Hash Algorithm (SHA). 

A method for Installing an option for an. application already installed on a 
customer system, the option being included on an Installation medium having 
been provided for use with the customer system, the installation medium also 
bearing an installation module, the application having been registered with 
customer service, and the registration infonnation provided to customer 
sennce being stored also on the customer system, the method comprising 
steps of: 

a) having the customer system provide to the customer service system an 
Older alteration request identHying the customer to the customer service 
system and indicating at least one option to be installed; 

b) having the customer sen/ice system compute a key by hashing 
predetermined elements of the order alteration request and provide the key 
to the customer system; and 

c) having the customer system computer a confiimatoiy key and install 
the indicated at least one option If the confinnatoiy key matches the key 
received from customer service. 

A method as In dalm 8, further comprising the step of having the customer 
service system check for any options that should be un-installed based on the 
at least one option Indicated to be Instafled. and providing to the customer 
system an indication of the options that should be un-^nstalled. 

A method for installing a software option for a software application 
already Installed on a customer system substantially as hereinbefore 
described with reference to the accompanying drawings. 
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Twas the night before Christmas, he lived all alone, 

In a one bedroom house made of plaster and stone. 

I had come down the chimney with presents to give, 

And to see just who in this home did live. 

I looked all about, a strange sight I did see. 

No tinsel, no presents, not even a tree. 

No stocking by mantle, just boots filled with sand. 

On the wall hung pictures of far distant lands. 

With medals and badges, awards of all kinds, 

A sober thought came through my mind. 

For this house was different, it was dark and dreary, 

I found the home of a soldier, once I could see clearly. 

The soldier lay sleeping, silent, alone, 

Curled up on the floor in this one bedroom home. 

The face was so gentle, the room in such disorder, 

Not how I pictured a United States soldier. 

Was this the hero of whom Fd just read? 

Curled up on a poncho, the floor for a bed? 

I realized the families that I saw this night, 

Owed their lives to these soldiers who were willing to fight. 

Soon round the world, the children would play, 

And grownups would celd^rate a bright Christmas Day. 

They all enjoyed fi-eedom each month of the year, 

Because of the soldiers, like the one lying here. 

I couldn't help wonder how many lay alone, 

On a cold Christmas Eve in a land far firom home. 

The very thought brought a tear to my eye, 

I dropped to my knees and started to cry. 

The soldier awakened and I heard a rough voice, 

"Santa don't cry, this life is my choice; 

I fight for fi-eedom, I don't ask for more, 

My hfe is my God, my Country, my Corps.'' 

The soldier rolled over and drifted to sleep, 

I couldn't control it, I continued to weep. 

I kept watch for hours, so silent and still, 

And we both shivered fi-om the cold night's chill. 

I didn't want to leave on that cold, dark, night. 

This guardian of honor so willing to fight. 

Then the soldier rolled over, with a voice soft and pure, 

Whispered, "Carry on Santa, it's Christmas Day, all is secure." 

One look at my watch, and I knew he was right 

"Merry Christmas my fiiend, and to all a good night." 

- Anonymous 



